University of

Lethbridge

&az b

Faculty of Management

Basic Citrix Manual

Windows Computers and Laptops

Version 1.3




Table of Contents

Technology SErvIiCeS HEIP DESK........uuiiiiiiei ettt ee e e e e e e et re e e e e e e s e anrteaeeeeeeesnnsnraaeeaaanas 3
2 ol 4= o U 1o o USRS 4
CItrix VIrtual ENVIFONMENT .....eiiiiiieiectet ettt ettt et sane e b e b e nneesmees 4
WVITEIESS ACCESS ...ttt ettt ettt ettt ettt e et e s et e st e e bt e e s bt e e se e e subeesabeeesabeeeabeeeamteesabeeesnneesareesneeesaneeennes 4

R0Y =T oL U1 Y/ 4
Configuring Student@UofL WiFi (Lethbridge\Calgary StUdeNnts) .......c.ccoovuveevrericeieeree e 5
Configuring Student@UofL WiFi (EdmMonton StUAENTS) .....cceccuvieiiiiiiee ittt vree e eree e e 5
CISCO VPN ClIENT ..ttt ettt ettt sttt e b e bt e s st sae e et e et e e bt e sbeesaeesaneeabeeabe e beenneesnees 6
Setup UOTL CIiSCO VPN CHENL .....uvieeeeeee ettt et e e e e e e e et r e e e e e e e esanaraeeeeeaeeeesnsraeseaeeseennnnes 6
ConNECtiNg 10 the UOTFL VPN .....uiiiiiiii ettt e e e e e e e e e e e e e e e e e s natateseeaeeessnsraaseeaeeeeannnes 8
CItrix VIrtual ENVIFONMENT c...ceiiiiiieeieeceee ettt sttt be e sttt e b e b e e sbeesaeesanesane e 10
Setup Citrix Receiver (WIindows, Mac, LINUX) ......ccccuiiiiiiiieiiieee e ecreeeesne e e s sse e e ssaseeessnseeessnnnneees 10
Launching Virtual Environment Applications..........cocccuieeiiiiiie et 12
MV INAOWSNIMACNLINUX ettt ettt et e e e ettt e e e e e seaas et e eeesesaaassseeeaeeesssasassseeereeesesaaasssaeereeesesananeenens 12
ACCeSSING Files WIthin CIEEiX c...oceiieieeee e e e e e et re e e e e e s e e snbt e e e e e e e e seesnnreaaeaaanas 14
PrINTING WL CItEIX ceeiiiiiee et e e et e e e et e e e e e eate e e s eataeeeesteeeeenstaeessnneeeeennsens 15
2|Page

Windows Computers and Laptops



Technology Services Help Desk

The Faculty of Management — Technology Services department has a help desk service to be
the single point of contact (SPOC) for all incidents, service requests and help regarding
technology used within the Faculty of Management.

The following methods of requesting assistance are available:
- Phone: 403.394.3999 (with voicemail option available)
- Email: mngt.help@uleth.ca
- Walk-in: M2100

Hours of operation:
- Hours: 9:00am —4:00pm
- Days: Monday through Friday, except University holidays
- Location: M2100

Please be sure to contact us with any of your technology questions or issues.
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Background

Citrix Virtual Environment

The Faculty of Management has created an environment that can be accessed using a Windows
computer, an Apple computer, a tablet device (iPad\Android) or smartphone.

This environment allows the user to access University owned software, have printer access, and
access personal storage (ie: personal P:\ drive).

Access to printers and personal storage can be used through any of the virtual applications.
The user will also have access to their local hard drive (desktop/laptop) or local USB storage to
access or save files.

This environment enables the user to access an anytime, anywhere lab environment.

Wireless Access

Students attending the Lethbridge Campus or Calgary Campus will be required to access the
Wireless network in order to connect to the Citrix Virtual Environment while they are at the
campus.

Otherwise they will be required to access the VPN (virtual private network) software to gain
access from home or any other location with internet access. (see Cisco VPN client section )

Security

Please ensure that the computer or device you are using is secure. Make sure that your
Antivirus is up to date and actively scanning your computer.
For a free alternative for AntiVirus please download Avast! http://www.avast.com/en-ca/index
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Configuring Student@UofL WiFi (Lethbridge\Calgary Students)

Students will be required to access the network wirelessly. In order to gain access to UofL resources you
will be required to access the WiFi network “UofL”. (Students will be required to access
“Student@UofL”)

The following instructions will help you set up your wireless access.

. Open network and sharing center

. Open manage wireless networks and press add button

. Manually create a network profile

. Network name = Student@UofL

. Security Type = WPA2 Enterprise

. Encryption type = AES

. Enable the two check boxes

. Click next and close

. Highlight Student@UofL, right click and select properties

10. Open security tab and select settings

11. Uncheck validate server certificate

12. Now select advanced settings.

13. Check specify authentication mode and select user authentication from drop down
14. Click save credentials tab, enter domain credentials and click ok

15. Close out network settings verify you are connected to Student@UofL and have an IP address.

OCoo~NOOTULDd WNR

Configuring Student@UofL WiFi (Edmonton Students)

Eduroam user login
A fully qualified user name must be used for the eduroam wireless network login. Please see
example below.

ex. john.doe@uleth.ca

Authenticating to network "EDUROCAM"
@ :

S

Please enter your name:

john.que@uleth.ca

Please enter your password:

Cancel :(_ OK )

UofL Users

It is recommended that UofL users manually configure their wireless devices to connect to UofL
eduroam service prior to travelling.
1. SSID = EDUROAM

2. Username must match the “Eduroam user login” example above.
3. Wireless Security Settings
» WPA2 enterprise with AES
> PEAP
5|Page
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Cisco VPN Client

The Cisco VPN Client allows a user to access the UofL network from off campus. This means
that from home, hotel, or coffee shop you can remotely access UofL resources. The resources
include (but not limited to) personal P:\ drive storage, printing, and the Citrix Virtual
Environment. The Cisco VPN Client is not to be used when on campus.

Setup UofL Cisco VPN Client

1) Open a web browser and go to http://www.uleth.ca/management/resources

2) Enter your username and password

3) Download the VPN Client associated to your Windows operating system.

4) Once downloaded, locate the file anyconnect-win-3.1.05160.msi and begin the installation.

5) The VPN installation begins, click the button NEXT to continue

T8 Cisco AnyConnect VPN Client Setup o]
%}x
’ % Welcome to Cisco
" &l AnyConnect VPN Client
W, =
i Setup Wizard
A i |
L The Setup Wizard wil install Cisco AnyConnect VPN
¢ ] -~ Chient on your computer. Click Next to continue or
“(;. B (Cancel to exit the Setup Wizard.
il
| 2
Vo 8|
4
[ ]

6) Accept the license agreement, and then click the button ‘NE
8] Cisco AnyConnect Ve ;

End-User License Agreement
Please read the following license agreement carefully

XT’ to continue

Client Software License Agreement of Cisco Syst

[THE SOFTWARE TO WHICH YOU ARE REQUESTING RCCESS
[THE PROPERTY OF CISCO SYSTEMS. THE USE OF THIS
SOFTWARE IS GOVERNED BY THE
[THE AGREEMENT SET FORTH BELOW. YOU (ON BEHALF
YOURSELF AND THE BUSINESS ENTITY YOU REPRESENT)
[AGREE TC THE FOLLOWING TERMS AND CONDITIONS IN
[TO USE THE SOFTWARE. IF YOU DC NOT AGREE TO THE
FOTLLOWTNG TERMS AND CONNTTTONS THEN YOI ARFE NOT

@ I accept the terms in the License Agreement

1 do not accept the terms in the License Agreement

Advanced Installer

TERMS AND CONDITIONS OF

ems

Is

OF
MUST
CRDER

L<Bad(|

Next >

ncel |

=

Windows Computers and Laptops

6|Page


http://www.uleth.ca/management/resources

7) Now the VPN Client is ready to install. Click the button INSTALL to continue.
Ready to Install . *
The Setup Wizard is ready to begin the Typical installation Ay

L)
il
e

Click “Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

' Advanced Installer

e = |

8) The VPN Client has now been installed. Click the button FINISH to complete.

Completing the Cisco
AnyConnect VPN Client
Setup Wizard

Click the Finish button to exit the Setup Wizard.
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Connecting to the UofL VPN

Once the UofL VPN Client has been installed, you will need to run it each time you want to
access the UofL resources. (Please note that this will not work while on campus)

Windows

1) The UofL VPN Client will either show up in your main Start Menu or appear in the Start

Menu full listing.

i VLC media player *
‘% Snipping Tool
-'| Getting Started »

. Connect to a Projector

=% Calculator

Sticky Notes
._’:.'£ Paint
1‘ XPS Viewer
S‘i Windows Fax and Scan

ﬁ Cisco AnyConnect VPN Client

» Al Programs

5 Windows Fax and Scan

& Windows Live Messenger

B windows Live Movie Maker

= Windows Live Pheto Gallery
€ Windows Media Center

G Windows Media Player

&l Windows Update

<4 XPS Viewer

L. Accessonies

I Adobe

I Ciseo

1. Cisco AnyConnect VPN Client
&) Cisco AnyConnect VPN Client

4. Citrix

i EndNote

L Games

b HP

Ju IBM SPSS Statistics

4 Intel

I Intel® Matrx Storage Manager

4 Back

2) When you launch the UofL VPN Client you will receive this new window.

Insert vpn.uleth.ca into the connect field and press the button ‘SELECT’.
**Note: you will only have to do this the first time you run the software. In the future this will be pre-

populated for you.

FO v

Ready to connect.

f§ Cisco AnyConnect Secure Mobility Client = =

|1rpn.uleﬂ'1.:3

W | | Connect

Windows Computers and Laptops
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3) Once it connects to the UofL VPN servers, you will then be asked to enter your UofL
credentials. These are the same as your UofL email username/password. Please insert
these and click the button ‘CONNECT’.

Flease enter your username and password.

Group: |L.Iuﬂ_ (¥ |

Username: | |

4) Once you are connected you will receive the following window. Please click the button
‘ACCEPT’ to continue.

You are now connected to the Uofl S50 VPN Server

| Accept || Disconnect |

5) Once you are connected you will see the following icon listed down in your taskbar. The
lock symbol indicates that you are connected to the UofL network and are now ready to
access the UofL resources you require.

**NOTE: When you are finished working, please remember to right-click on this icon
and disconnect from the UofL network.
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Citrix Virtual Environment

The Citrix Virtual Environment allows a user to run software from the UofL, but will appear to
be running local on your device. Before you can access the Citrix Virtual Environment, you will
first be required to install the Citrix Receiver. The Citrix Receiver allows you to run\access the
programs.

Setup Citrix Receiver (Windows, Mac, Linux)

1) Open a web browser and go to http://www.uleth.ca/management/resources

2) Enter your username and password
3) Download the Citrix Receiver associated to your Windows operating system
4) Once downloaded, locate the file CitrixReceiver.exe and begin the installation.

5) Click the button ‘RUN’ to download and begin the Citrix Receiver installation.
File Download - Security Warning ﬂw

Do you want to run or save this file?

E’,] Name: CitrixReceiverWeb.exe

Type: Application, 42.9MB
From: downloadplugins.citrix.com.edgesuite.net

Rn | [ save ][ Conce ]

[ "-l While files from the Intemet can be useful, this file type can
\c/ potentially ham your computer. if you do not trust the source, do not
run or save this software. What's the risk?

6) When the Citrix Receiver installation begins, click thee button ‘INSTALL’ to continue

Welcome to Citrix Receiver Setup

Click Install to install Citrix Receiver on your
computer,

CitrixReceiver

[mstal ][ concel |
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7) The Citrix Receiver will begin installing. There is nothing to do but sit back and let it
install.

Piease wat while Citrix Receiver is instaled

8) After the installation completes, the installation screen will simply disappear. It may

take up to a minute, but the following screen “might” appear after some background
installation has completed.

If this does appear, please click ‘CANCEL’ as you do not want to add an account.

Fn_dd Account. '

Citrix Receiver”

Enter your work email or server address:

[

IT might not have configured account setup using your email
address. In that case, enter the server URL provided by IT.

a. Another box will pop up verifying this cancellation. Click the button ‘YES’
") Add Account s s —— oS

A Are you sure you want to exit account setup?

[ Yes ] { No ]
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Launching Virtual Environment Applications

Once the Citrix Receiver has been installed, you will have the ability to run the applications

within the Citrix Viet dual Environment. (**NOTE: Firefox is typically the preferred app, but it does works
well in IE, Chrome, or Safari.)

Windows\Mac\Linux
1) Open the web browser to https://mngtapps.uleth.ca at the welcome screen you will

then be asked to enter your UofL credentials. These are the same as your UofL email
username\password. Please insert these and click the button LOG ON.

@ Jretps mngtapps uieth i} - & + | x Q1 ey 2~
x @ Corvet v [A Select

i Favornes | oy (B ested Stes v @) We

1] University of Lethbridge - Citrix Xendpp - Logon B~ B - 5 & - Page~ Sadety~ Toch~ §-

Welcome

User name:

Password

Announcement

kﬂmﬂ /" Trusted sites | Protected Mode Off AT RN -

**Browsers - Known Issue — There is a known issue with some of the web browsers and their recent security
updates. The Citrix Receiver add-on is there, but may not be active. When you attempt to launch an application it
may appear that nothing is happening.

Firefox — You will need to set the “always activate” option.

- At the top-right of the browser select the menu bar

&

- Select the ‘Add-On’ option #dd-ons
- Under the Plugins menu option, find these (2) items and set them to ‘Always Activate’

Citrix ICA Client 14.1.0.0
Citrix Receiver Plugin (Win32) More lﬁ\ll\:\.ral)_fls._ﬁ_\lt_:til\_.fai_:_el |

ﬁ Citrix Online Web Deployment Plugin 1.0.0.104 1.0.0.104

Citrix Online App Detector Plugin - More ~ Always Activate ¥
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Internet Explorer — Upon usage, it should present a pop-up at the bottom of the browser and allow you to
run the Add-on and always run in the future. If this does not happen;

[l
gion

- At the top-right of the browser, click the settings cog -

- Select the menu option to ‘Manage Add-ons’

- Show “All add-ons” and enable these settings

Citrix Systems, Inc

CSMRTRController
CSMProviderEny Class

Citrix Systems, Inc,

Citrix ICA Client

Citrix Systems, Inc Enabled 32-hit
Citrix Systems, Inc Enabled 32-hit
Citrix Systems, Inc, Enabled 32-bit

Safari — When you enter the website https://mngtapps.uleth.ca you should receive this pop-up window.
Be sure to click “TRUST’ the add-on for this site.

Do you want to trust the website “mngtapps.uleth.ca” to
use the “Citrix Receiver Plug-in" plug-in?

You can manage which websites you trust to use this plug-in in the
Security pane of Safari preferences.

Never for this Website Trust -.- 0 I.'I' oV i

2) Once you are | logged in you will see the programs you have access to (you may not see all
software listed below). Simply click the icon of the software you require and it will launch

e & Coment = [ Select

o Fovorites | g =)

tes v @ Web

®

1] University of Lethbeidge - Citrin Kenipp - Adplhca... 5iov B - 0 mm v Page~ Saetyv Toolsv v

J/ Trusted uaes | Protected Made: it far R0%

Windows Computers and Laptops
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Accessing Files within Citrix

Once you're logged into Citrix applications, you may need to access files that you have stored
on your personal P:\ drive, a departmental shared drive, or files stored on your personal

computer or USB drive.
**NOTE: For this example I've used Microsoft Notepad to demonstrate this functionality. Similar steps can be taken from
almost any software used.

Please note: When accessing files for the first time, you may be presented with the following
pop-up window. If you do receive this message please select “Permit All Access” and place a
checkmark in the checkbox.

Citrix Receiver - Security Warning

' : J An online application is attempting to access
files on your computer.

< Block access

Do not permit the application to read or change your
files.

2 Allow reading only
The application cannot change files.

_9\ Permit all access
A Do not ask me again for this site.

1) With your application open, go to the menu option FILE, and click the option ‘OPEN’

File Edit Format View Help

New Ctrl+N

Save Ctrl+5
Save As...

Page Setup...

Print... Ctrl+P
Exit

2) When the new window appears, click on the left-side menu option ‘COMPUTER’

x|
()69 ‘. Desktop - l‘ﬂ” Search Desktop 2]
Organize v  New folder - O @
B9 Favorites ST | iraries
Bl Desktop = System Folder
S
8 Downloads
%] Recent Places Lindemann, Joshua
3) System Folder
B[ Libraries :
® 3 b [ | Computer
& 3 acuments System Folder
@ Music

& Pictures OB o
= B videos t System Folder

% Computer l app_data
i Local DigkE:) File folder

52 joshus.lindeman ( - Bl
eckton

File name: [ =] [Tet Documents () |

Encoding: IANSI j Open vI Cancel
4
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3) You will see you have access to:
a. Your personal P:\ and W:\ drive
. A departmental share (S:\) if you have been given access
c. If astudent, the 24-hour Scratch drive (X:\)

x|
‘G(ﬁjw |‘E = CEmpr © 2 m]l Search Computer )
Organize 8- @
S Favorites =1« Hard Disk Drives (1) =
Bl Desktop Local Disk (E:)
& Downloads =0 633 MB free 07 0.09 G
] Recent Places
+ Metwork Location (5)
B0 Libraries o jeshualindemann (\wlhome) (P:) e Management (5:) o puhli(_htm! .
— /' 00000 | N 000 - (\uhome\joshualindemann) (W)
| Documents “ez 127 GBfreeof1.90 GB “e= 963 GB free of 250 GB ‘ug TN ] o
J" Music _ Scratch () _ Taxes (Z:)
[# || Pictures = | | 5
B Videos ‘ -3/ 49.7 GB free of 50.0 GB -}/ 996 GB free of 149 GB
a Other (17)
& & CD/DVD Drive (D: on CASPER) _ Local Disk (C: on CASPER) _ Local Disk (E: on CASPER)
By Local Dick (E:) (__:_;n;; System Folder C:V System Folder f:;n‘/ System Folder
HGe \nshua‘lmdaman;l - ;I
File name: I j IText Documents (*.txt) j
Encoding: |AMSI j | Open I Cancel |
A
d. And listed below at the bottom of the listed drive mappings, with a unique
name, is the list of your local computer drives.

.‘. Open X
‘G(j)w |"i ~ Computer ~ - ml Search Computer L]
Organize ~ - 0l @
S Favorites =1+ Hard Disk Drives (1) =

Bl Desktop Local Disk (E:)
8 Downloads 507" 633 MB free 07 0.09 G
<. Recent Places
+ Metwork Location (5)
B3 Libraries o joshualindemann (\ulhome) (P:) i Management (5:) o puhllc_htm! .
- /000 | - HEEN 00 -, (\uhomejoshuslindemann) (W)
=) Documents “es 127 GBfrecof 1.90 GB “as® 963 GB free of 250 GB ‘=2 TN 0000 ] L
‘J" Music . Scratch (X) ; Taxes (Z:)
&) Pictures 7 | | &7
B Video: “es? 407 GBfreeof 500 GB “es2 | 996 GB free of 140 GB
= Other (17)
« % CD/DVD Drive (D: on CASPER) - Local Disk (C: on CASPER) _ : on CASPER)
By Local Disk (E:) ({;l? System Folder " System Folder C” System Folder
=) \oshua‘lmdeman;l - ;I
File name: I j IText Documents (*.txt) j
Encoding: IANSI j | Open I Cancel |
A

Printing with Citrix
At this time all printing can be done of (2) ways.

1) You have the option to print to an Adobe PDF and save it in your P:\ drive or local
computer.

2) Print to the Follow-You Printer\Photocopier
a. With this you have the ability to print, staple, hole punch and collate.
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